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WHERE DO MOST DATA BREACHES OCCUR?
According to the Identity Theft Resource Center, in 2013, businesses, healthcare organizations, and educational 
institutions accounted for 86% of all data breaches. The financial industry accounted for 3.7%.

IS THE CUSTOMER OUT ANY MONEY AS A RESULT OF FRAUD?  
Customers turn to their bank to make them whole when a retailer suffers a breach. Banks ensure the safety of 
your money and it’s their common practice to immediately replace funds stolen due to fraud, providing the oft 
discussed “zero liability” when you use your card. It is not the entity (e.g. the retailer) that suffered the breach 
that immediately addresses your potential loss (it is only later that the breached party reimburses your bank and 
then only for a small percentage of the fraud.)

But banks’ efforts also extend to taking additional steps such as reissuing cards and employing fraud-monitoring 
technologies, not to mention staffing up call centers to address customer concerns. 
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ARE THERE LAWS IN PLACE TO PROTECT CUSTOMERS? 
Banks are subject to robust requirements under federal law that protect their customers’ personal financial 
information from misuse. The Gramm-Leach-Bliley Act (GLBA) imposes stringent rules on how institutions must 
protect the security and confidentiality of such information with banks regularly examined for compliance by federal 
and often state regulators. Banks also adhere to regulators’ Red Flag Rules, which require banks to implement a 
written Identity Theft Prevention Program designed to detect the warning signs of identity theft in their day-to-day 
operations. Moreover, Regulations E and Z along with network rules ensure customers are not liable for fraud if they 
notify the banks within a certain time period. As importantly, failure for banks to implement these rules can subject 
them to significant monetary penalties.

For merchants, there are no standard regulations or examination infrastructure comparable to what is in place 
for banks at the federal level to secure data or notify consumers. Merchants are subject to a myriad of state laws 
on the subject, though few if any impose standards requiring how they must care for consumer information. 
And, while merchants are supposed to comply with card network rules designed to guide retailers’ efforts to 
build and maintain a secure environment, the largest merchants merely self-certify compliance. 

IS THERE ONE SOLUTION THAT WILL GUARANTEE  
DATA IS PROTECTED?
The responsibility to protect consumers’ personal information falls on many parties, and banks do all they can 
to protect consumers’ data. However, there is not one solution or technology that is a panacea for fraud. The 
threats posed by cybercriminals are constantly changing, so it is important that everybody—banks, payment 
networks, merchants and consumers—work together to stay ahead of threats. 

What we cannot do is focus on one solution that we hope will prevent future breaches. Today’s threats are but 
a moment in time – there is a constant need to stay ahead of the ever-changing criminal threat, and that means 
embracing flexible approaches to solving both current and future challenges.
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Have questions? Want more info? Contact Jeff Sigmund of the ABA at 202-663-5439 or jsigmund@aba.com. 


